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That was the agenda
for this session
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AWS Global Infrastructure ® ®

» 24 Regions with 76 Availability Zones

* 3 Regions coming soon:
Spain, Jakarta and Osaka
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« 205 Edge Locations o ° * a

* 11 Regional Edge Caches . o
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AWS Global Network S 2 . .@
[ )

« Redundant 100 GbE network

* Private network capacity between
all AWS Region, except China
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AWS Region design

AWS Regions are comprised of multiple AZs for high availability, high scalability, and
high fault tolerance. Applications and data are replicated in real time and consistent
in the different AZs.
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3 Datacenter

A Region is a physical location in the world Availability Zones consist of one or more discrete data
where we have multiple Availability Zones. centers, each with redundant power, networking, and

connectivity, housed in separate facilities.

dWs

N © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



nd fundamentals



What is a VP(?
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VPC concepts and fundamentals

721600
1721610
/21620 @

P Creating Routing in DNS in-VPC Internet
addressing subnets a VPC with Amazon Access
Route 53
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Choosing an
[P address range
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Choosing an |

P address range tor your V

@

Avoid ranges that overlap with
other networks to which you
might connect

172.31.0.0/16

Expandable

~

Size your VPC appropriately
Largest /16 smallest /28

%
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Creating subnets in a VPC
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PC subnets and Availability Zones

e — — — — — — — — — — — — — —

eu-west-1a

N
B ™

|
|
|
|
|
|
|
- 1172.31.0.0/24
|
|
|
|
|
|

\ VPC subnet /

\ Availability Zone

N —— — — — — — — — — — — — —

172.31.0.0/16

e — — — — — — — — — — — — — —

eu-west-1b

N
B ™

I
I
I
I
I
I
I
172.31.1.0/24 I
I
I
I
I
I
I

\ VPC subnet /

\ Availability Zone )

N —— — — — — — — — — — — — —

e — — — — — — — — — — — — — —

eu-west-1c

N
LR N

I
I
I
I
I
I
I
172.31.2.0/24 I
I
I
I
I
I
I

\ VPC subnet /

\ Availability Zone )

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



IPv6 In your VPC

- Can have a dual-stack VPC by adding an IPv6 CIDR

 Fixed sizes for VPC and subnets
/56 VPC (4,722,366,482,869,645,213,696 addresses)
/64 subnets (18,446,744,073,709,551,616 addresses)
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VPC subnets and Availability Zones
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Routing in a VPC
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Route tables
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DNS In a VPC

dWs

N © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



VPC DNS options
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Amazon

Route 535
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Resolver tor hybrid clouds
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INnternet Breakout
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he “5 Things” required for Internet traffic

Public IP Address
Internet Gateway Attached to a VPC
Route to an Internet Gateway

NACL Allow Rule
Security Group Allow Rule

A S
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Public IP addresses tor your instances

 Auto-assign public IP addresses

- Elastic IP Addresses (EIP)

Amazon EIP Pool

Bring Your Own IP (BYOIP) Pool
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Public IP addresses

-

Availability Zone
US-EAST-1B

-

Availability Zone
US-EAST-1A

Private IP:172.31.1.90
PublicIP : 52.21.215.170

Private IP:172.31.0.50
Public IP : 54.56.9.10

IIIIIII

IIIIIII
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INnternet access

“To get to the IPv4 Internet (0.0.0.0/0) go via the Internet Gateway (IGW)”
“To get to the IPv6 Internet ( /0) go via the Internet Gateway (IGW)”

dWs
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INnternet access

eigw-063d49ed7bb0f8c36

“To get to the IPv6 Internet (::/0) go via the
Egress Only Internet Gateway (EIGW)”

dWs
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Different routes for different subnets

Public subnet

“To get to the Internet go via the Internet Gateway (IGW)”

Private subnet

“To get to anything in the VPC — stay local. No route anywhere else.”

dWs
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Public & private subnets

Private subnet Public subnet

A B

Private IP : 172.31.128.75 Private IP : 172.31.0.50
Public IP : 54.56.9.10

“Instance A has a path to and from Instance B.”
e “Instance B has a path to and from the Internet.”

N © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Network Address Translation (NAT) Gateway

Private subnet Public subnet

A

Private IP : 172.31.128.75 NAT Gateway
Elastic IP : 54.56.9.65

The Route Table for the Private Subnet says to send all IPv4 Internet Traffic to the NAT Gateway.
The NAT Gateway translates all traffic it receives such that it appears to come from itself.

The Route Table for the Public Subnet says to send all Internet Traffic to the Internet Gateway.
aws
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Network security

« Network ACLs

« Security Groups

- VPC Flow Logs

« Amazon VPC Traffic Mirroring

dWs



Network ACLs

Availability Zone
US-EAST-1A

HTTPS (TCP/443)

Availability Zone

Protocol

Type
HTTPS* (8443) TCP (6)
ALL Traffic ALL

ALL Traffic ALL

Port Range

Source

Allow / Deny Type

ALLOW
DENY ALL Traffic

DENY ALL Traffic

Custom TCP Rule

| US-EAST-1B

Protocol

ALL

ALL

Web Server

TCP (6)

Port Range
1024 - 65535
ALL

ALL

Protocol

Type
ALL Traffic ALL
ALL Traffic ALL

ALL Traffic ALL

ALL Traffic

ALL

Web Server :
(TCP/8443)

Port Range

ALL

ALL

ALL

ALL

Source Allow / Deny Type

0.0.0.0/0 ALLOW ALL Traffic

ALLOW ALL Traffic

ALL Traffic

DENY

DENY ALL Traffic

Protocol

ALL

ALL

ALL

ALL

Port Range  Destination

ALL 0.0.0.0/0
ALL
ALL

ALL

adWs
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Security groups — Inbound

HTTPS (TCP/443)
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VPC | i i
1 1 1 1
! Public subnet < i ! Public subnet 5 i
: D}D [ : b [
1 b : 1 g :
’ | ’ |
I ! I :
: | : : '
i i TR SR i Web Server i Type (i Protocol (i Port Range (i Source (i
: = : , >ecurity Group | HTTPS CP 443 0.0.0.0/0
| S sq-0f004ca5495132527
: Web Server i : HTTPS CP 443 10
: : i .
: (TCP/8443) | | :
: i l i
i Private subne{ i i @l Private subnet i
: LiLlll | : I
! - - : App Server ! : : : :
i I ] ' Security Group | Type (i Protocol (i) PortRange (i Source (i
. TTTTT sg-090a960aee374b3cd
: . ! B Custom TCP Rule TCP 8443 sg-0f004ca5495132527
| Application : : ;
: Server : : Server :
| T T |
I ! I :
: I : I
. : ! !
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Security groups — Outbounc

Availability Zone
US-EAST-1A

Availability Zone
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VPC tlow logs

version

instance-id 1-0a998a68301112345

tcp-flags
IPv4

108.56.192.231

172.31.0.202

type
pkt-srcaddr
pkt-dstaddr

| vesion | 3

« Amazon CloudWatch Logs or Amazon S3
: | dstport | s |

« Does not impact throughput or latency e T
sta | 15737043% |

+ Apply to VPC, Subnet, or ENI e
: : vpe-i

+ Accepted, Rejected, or All traffic T e e
| instance-id |  i-0a998a68301112345

| tepflags | 03

| type | v

| pkt-srcaddr | 108.56.192.231

| pktdstaddr | 172.31.0202

dWs
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Amazon VPC traffic mirroring

Mirror to another ENI or Network Load Balancer with UDP listener
Packet copy. Shares interface bandwidth.

Traffic mirror filters to define “interesting traffic”

Traffic mirror session is the combination of source, target, and filter

LLLLI Filter’l LLLLI

_____________________________________________________

oo

>

Original Packet VXLAN

» Source Target
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Gateway VPC endpoints

Internet Gateway
(Icw)
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Gateway VPC endpoints e SR amazonaws com
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Gateway VPC endpoints e SR amazonaws com
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Gateway VPC endpoints

Availability Zone
US-EAST-1A

Availability Zone
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Gateway VPC endpoints . Suggbiameenecon
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Gateway VPC endpoints

Availability Zone
US-EAST-1A

Availability Zone
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L1l Amazon S3
- - 172.16.0.0
S 172.16.1.0
Route Table
Gl Private subnet (Main)

Gateway
VPC Endpoint

Instance DynamoDB

1
|
|
|
|
1
1
|
|
|
1
1
|
|
|
|
1
1
|
|
|
|
1
1
|
|
:
1
Instance : 172.16.2.0
|
|
|
1
1
|
|
|
|
1
1
|
|
|
|
1
1
|
|
|
|
1
1
|
|
|
1
1
|
|
|

5

aws L

N © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.




Gateway VPC endpoints

Destination Target Status Propagated
-, US-EAST-1
172.31.0.0/16 local Active No
e 1 .
. . 2600:1f16:14d:6300::/56 local Active No
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Gateway V

PC endpoints

Availability Zone
US-EAST-1A

Availability Zone
US-EAST-1B

Instance Pig
V4
1
I
Gl Private subnet 1
N L1001l _ :
E E -’/

Instance

172.16.0.0

172.16.2.0 ~——
Route Table e
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Gateway VPC endpoints

Availability Zone
US-EAST-1A

Availability Zone
US-EAST-1B

,7 Amazon S3

T 172.16.0.0
s === ==l172.16.1.0
Instance ’ "~
Y 4 172.16.2.0
l’ Route Table
@l Private subnet 1 (Main)
L1001l :

Instance DynamoDB
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INnterface V

PC endpoints (AWS

PrivatelLink)

US-EAST-1
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e sttt 1 e sttt 1
Availability Zone : Availability Zone :
US-EAST-1A : US-EAST-1B i

@l Private subnet i @l Private subnet i
Instance : Instance :

Private subnet i Private subnet i
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AWS Transfer for SFTP N

Amazon API Gateway

Amazon CloudWatch %
<,

, AWS CodeCommit

Amazon Kinesis

Data Streams ‘
‘ AWS Systems Manager

Amazon Simple Queue
Service (Amazon SQS)




INnterface V

PC endpoints (AWS

Privatelink)

Availability Zone
US-EAST-1A

Availability Zone
US-EAST-1B

Instance

Private subnet

52.94.242.77

sqs.us-east-1.amazonaws.com ?
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AWS Transfer for SFTP

Amazon API Gateway

Amazon CloudWatch

Amazon Kinesis
Data Streams

AWS CodeCommit

. AWS Systems Manager

Amazon Simple Queue Service




INnterface V

PC endpoints (AWS PrivateLink)

Availability Zone
US-EAST-1A

Availability Zone
US-EAST-1B

Instance

Private subnet

Instance

Private subnet

aws

\_/‘7

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

AWS Transfer for SFTP .

Amazon API Gateway

Amazon CloudWatch ‘
. AWS CodeCommit

Amazon Kinesis

Data Streams .
. AWS Systems Manager

Amazon Simple Queue Service




INnterface V

PC endpoints (AWS

Privatelink

Availability Zone
US-EAST-1A

Availability Zone
US-EAST-1B

Instance

Private subnet

172.31.1.5

Instance

Private subnet

172.31.2.7
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AWS Transfer for SFTP ‘

Amazon API Gateway

Amazon CloudWatch N

AWS CodeCommit

Amazon Kinesis

Data Streams ‘
\
~~> AWS Systems Manager

Amazon Simple Queue Service




INnterface V

PC endpoints (AWS

Privatelink)

Availability Zone
US-EAST-1A

Availability Zone
US-EAST-1B

172.31.1.5 / 172.31.2.7

sqs.us-east-1.amazonaws.com ?
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AWS

PrivatelLink — your own services
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AWS Privatelink — Your own services — On-prem ‘
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-ndpoint policies

- A VPC endpoint policy is an AWS Identity and Access Management (IAM) resource
policy that you attach to an endpoint

- An endpoint policy does not override or replace IAM user policies or service-
specific policies (such as S3 bucket policies)

Example for S3
« |AM policy at VPC endpoint: You may only access the “Data” bucket
- |AM policy at S3 bucket: Access to this bucket is only allowed from VPCE-X

dWs
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Account and VPC segmentation

Larger VPCs or accounts Smaller VPCs or accounts

dWs
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Why not both?

Provide granular account control
with centralized infrastructure

dWs
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PC Sharing and

Resource Access Manager

Share subnets between accounts in an AWS Organization

Infrastru ctL?.

I-»

account
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Route tables
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On-premises routing
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VPC Sharing and Resource Access Manager
Account owners only see subnets and their resources

/ﬂ ™ /ﬂ ~ External
D accounts
IIEOE

. . Account
\ Public subnet / \ Public subnet / accounts
/ﬂ ~ /ﬂ ~ |
Accounts see their resources and have control:
Security groups
\ Private subnet / \ Private subnet / Data

Instance details

Account configuration

dWs
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VPC Sharing and Resource Access Manager
Account owners only see subnets and their resources

accounts

/H ~ /H ~ External

Internal
accounts

Account

\ Public subnet / \ Public subnet /

& &

Accounts see their resources and have control:

Security groups

\_ Private subnet . \_ Private subnet . Data

Instance details

Account configuration

dWs
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VPC Sharing benefits

0
Separation of duties Less unused resources Decouple accounts and networks
Infrastructure strictly controls  Higher density subnets, addup * Account protection and billing
routing, IP addresses, and VPC to 5 additional CIDRs without additional infrastructure
structure « More efficient use of VPN and * Many accounts with fewer
Developers own their resources, AWS Direct Connect networks
accounts, and security groups « Avoid VPC peering charges

dWs
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Other account considerations

Example: production may use separate VPCs, development can use a shared VPC
« AWS Transit Gateway can handle large amounts of VPCs if needed

« NAT gateways, VPN, subnet address space, and security groups have shared limits
« VPC Sharing doesn’t change any VPC limits, only account limits
« Give highly scalable services like AWS Lambda dedicated IP space

dWs
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That was the agenda
for this session
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other VPCs



Connecting between VPCs

E AWS Cloud

VPC

10.0.0.0/16

VPC

172.31.0.0/16

192.168.0.0/16

dWs
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VPC peering — same region

E AWS Cloud

VPC

10.0.0.0/16

VPC

172.31.0.0/16

VPC

192.168.0.0/16

dWs
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VPC peering — same region

B s o

R PCI vpc-0af48868ceebd5b A PCI
VPC equester VPC ID ccepter V D
Requester VPC Region  N. Virgini ast-1) Accepter VPC Region  N. Virginia (us-eas
10.0.0.0/—] 6 Requester VPC CIDRs 31.0.0 Accepter VPC CIDRs  10.0.0.0/16

VPC Peering Connection  pcx-018da7d4f1d2564b1 Peering connection status  Active

Expiration time

Peering

VPC

172.31.0.0/16

dWs
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VPC peering — same region

B s o

Destination Target Status
10.0.0.0/16 local
VPC 172.31.0.0/16 pcx-018da7d4f1d2
10.0.0.0/16

Peering

Destination Target

loca

10.0.0.0/16 pcx-018da7d4i1d2564b1

VPC

172.31.0.0/16

Propagated

No

No

Status

active

active

Propagated

No

No

dWs
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VPC peering — same region

B s o

VPC Peering VPC
10.0.0.0/16 192.168.0.0/16
)00 Peering
0
0
VPC
172.31.0.0/16
aWs
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VPC peering — same region

B s o

VPC Peering VPC
10.0.0.0/16 192.168.0.0/16
. 0
Peering
0.0.0
0
VPC
172.31.0.0/16

dWs
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VPC peering — same region

B s o

VPC Peering VPC
10.0.0.0/16 192.168.0.0/16
0.0
0 0
0.0
VPC
172.31.0.0/16
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VPC peering — same region

B s o

VPC

10.0.0.0/16

Peering

Peering

AN

VPC

172.31.0.0/16

192.168.0.0/16

dWs
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VPC peering — same region

B s o

VPC Peering VPC
10.0.0.0/16 192.168.0.0/16
Peering
VPC

172.31.0.0/16

dWs
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VPC peering — different region

dWs



VPC peering — different account

dWs



VPC peering — things to know

- Can reference security groups from the peer VPC in the same region
- Can enable DNS hostname resolution to return private IP addresses
- Can peer for both IPv4 & IPv6 addresses

have overlapping IP addresses

have multiple peers between the same pair of VPCs

use jumbo frames across inter-region VPC peering

dWs
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AWS site-to-site VPN setup — VGW

VPC 10.0.0.0/16

Corporate Data Center
172.16.0.0/16

Virtual|Private
Gateway

dWs
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AWS site-to-site V

°N - CGW

VPC 10.0.0.0/16

Corporate Data Center
172.16.0.0/16

Virtual
Gate

Private Customer
bway Gateway

dWs

IP Address not needed when
Certificate is used
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AWS site-to-site VPN

| don't... | know how to get to

172.16.0.0/16 Corporate Data Center
‘ 172.16.0.0/16

w

i ‘
Instance Virtual|Private Customer
Gateway Gateway

1x VPN Connection = 2x VPN Tunnels

dWs
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AWS site-to-site VPN

VPC 10.0.0.0/16

Corporate Data Center
172.16.0.0/16

w

i ‘
Instance Virtual|Private Customer
Gateway CEINELY

172.16.0.0/16

via VGW

1x VPN Connection = 2x VPN Tunnels

dWs
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AWS site-to-site VPN

VPC 10.0.0.0/16

Instance

1 Tunnel always preferred

poo =

Virtual|Private

CEINELY
172.16.0.0/16

via VGW

dWs

Corporate Data Center
172.16.0.0/16

Customer
CEINELY

1x VPN Connection = 2x VPN Tunnels

1x VPN Tunnel = 1.25Gbps
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AWS Direct Connect

Dedicated network connection to AWS providing
consistent performance and reduced bandwidth
costs

dWs
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AWS Direct Connect — Physical connection

AWS global network

a I

AWS Customer

Krouter router /

Direct connect
location

dWs
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Corporate data center

Custome

172.16.0.0/16

2r router




AWS

AWS global network

Direct Connect — Link aggregation

Up to 4 interfaces in a link
aggregation group

-

N
AWS Customer Customze
Qouter router /

dWs

Direct Connect
Location

\ Corporate data center

172.16.0.0/16

2r router
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AWS

dWs
>

Direct Connect new features —

Resiliency toolkit



AWS Direct Connect — Interface types

* Private VIF — Used to connect to Amazon VPCs using private IP
addresses; directly or via Direct Connect gateway

» Transit VIF - Used to connect to transit gateways via Direct
Connect gateway

* Public VIF — Used to access all AWS public services using public IP
addresses

All virtual interfaces are 802.1Q VLANs with BGP peering

dWs



AWS Direct Connect — Private VIF

AWS global network

VPC 10.0.0.0/16 Private virtual / \ Corporate data center

interface (BGP) 172.16.0.0/16
@ o
Virtual private AWS Customer Customer router
gateway \ router router /
Direct Connect
location

dWs
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AWS Direct Connect — Private VIF

AWS global network

VPC 10.0.0.0/16 Private virtual / \ Corporate data center

interface (BGP) 172.16.0.0/16
@ o
Virtual private AWS Customer Customer router
gateway \ router router /
Direct Connect
location

dWs
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AWS

Direct Connect gateway —

AWS global network
N1

__________________________________________________________

__________________________________________________________

VPC
10.2.0.0/16 ;

Direct Connect

gateway

AWS

\router

Direct Connect
location

Customer
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AWS Direct Connect Gateway — Traffic flow

AWS global network
N1

__________________________________________________________

VPC / . . \ Corporate data center
10.0.0.0/16 Private virtual 172.16.0.0/16
interface -
VPC J
10.1.0.0/16
AWS Customer Customer router

E"'""_'.'.'_'.'.'_'.?.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'_'.'.'.f \ro Ute r ro Ute J /

Direct Connect

VPC .
location

: EDirect Connect
S ' gateway
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Route propagation

- Enable propagation on the Route Table
« Automatically populates with anything the VGW learns via BGP

S

VPC 10.0.0.0/16

f’

VGW

Corporate Data Center (192.168.0.0/16)

dWs

DX or S2S VPN ﬂ

Destination Target

172.31.0.0/16 local

2600:1f16:14d:6300::/56 local

192.168.0.0/16 vgw-09ff4714b32814f5e
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AWS Direct Connect — Public VIF

AWS global network

Amazon DynamoDB / \ Corporate data center

172.16.0.0/16

Amazon Simple Storage
Service (S3)

Amazon CloudWatch

AWS

Customer Customer router
\router router /
. Direct annect
10.2.0.0/16 location

dWs
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AWS Direct Connect — Public VIF + AWS VPN

AWS global network

Amazon DynamoDB / \ Corporate data center

172.16.0.0/16

Amazon Simple Storage
Service (S3)

Amazon CloudWatch

AWS Customer Customer router

\router router /

Direct Connect
location

VPC |
10.2.0.0/16
|

dWs
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AWS Direct Connect —

AWS global network

Amazon Simple Storage Amazon DynamoDB

Service (S3)
Amazon CloudWatch

VPC
10.1.0.0/16

VPC
10.2.0.0/16

AWS Customer

Public VIF + AWS V

°N

4 h

Custome

\router router /

Direct Connect
location

dWs
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AWS

Direct Connect —

AWS global network

Amazon Simple Storage

Service (S3)

Amazon DynamoDB

Amazon CloudWatch

VPC
10.1.0.0/16

~_

VPC
10.2.0.0/16

/ ‘
Transit
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AWS Customer

Public VIF + AWS V
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4 h
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\router router /

Direct Connect
location

dWs

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Corporate data center

172.16.0.0/16

2r router




AWS Direct Connect —

AWS global network

Amazon Simple Storage Amazon DynamoDB
Service (S3)

Amazon CloudWatch

Yg$.0.0/16
\
/

Ve
10.2.0.0/16 Transit
gateway

AWS Customer

\_router router /

Direct Connect
location

dWs
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Corporate data center

172.16.0.0/16

Customer router




AWS Direct Connect Gateway — Transit VIF

AWS global network

VPC

10000/16

/ T ransit virtual \ Corporate data center

172.16.0.0/16
interface -
e
&

AWS Customer Customer router

\router router /

VPC Transit |

Direct Connect
location

Transit :
gateway
| Qirect Connect
S o I~ | (2\V'Z= )Y/
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Direct Connect Gateway — Traffic flow

AWS global network

VPC
10.0.0.0/16

Corporate data center

172.16.0.0/16

/ Transit virtual \

interface -
—
A 4

D

VPC
10.1.0.0/16

Transit

gateway

Transit

gateway

AWS

\router

Customer

router/

-t gateway

[?irect Connect
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AWS Direct Connect — Interface types

Private VIF Transit VIF Public VIF

AWS Direct Connect AWS Direct Connect

gateway gateway
(or direct to VGW)

Amazon Simple Storage ~ Amazon DynamoDB
10xVPCs NTGWS il

Amazon CloudWatch AWS Management
Console

Amazon SageMaker

Direct Connect gateway allows for connecting to resources in any AWS Region (except for China)
aWs
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Direct Connect connection types
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Interconnecting VPCs at scale — VPC peering

E AWS Cloud
VPC Peering VPC

Peering Peering

dWs



Interconnecting VPCs at scale — VPC peering

E AWS Cloud

VPC Peering VPC Peering VPC
Peering Peering Peering Peering
VPC VPC VPC
Peering Peering

dWs
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Multiple V

P(Cs access models — AWS Transit Gateway

E AWS Cloud

AVTASS Translit Gateway

VPC

dWs
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Attachment Association Propagation

The connection from an The route table used to The route table where
Amazon VPC, VPN, and DX route packets coming from the attachment's routes
GW to a Transit Gateway an attachment are installed
aws

N © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



TGW Route Table(s)

___________________________________

On-Premises

Associations | Propagations Routes
172.16.0.0/16 Llama from X Llama from X | 10.1.0.0/16 via X
RT1 Pegasus from Y | Pegasus from Y| 10.2.0.0/16 via Y
10.1.0.0/16 On-prem from Q| 172.16.0.0/16 via Q
Associations | Propagations Routes
-‘ Barry from Z Barry from Z 10.3.0.0/16 via Z
Pegasus |RT2 On-prem from Q| 172.16.0.0/16 via Q
102.0.0/16 ?
ITITITIITITIIiTiTimeoeooooeoes Associations | Propagations Routes
_‘ On-prem from Q | On-prem from Q| 172.16.0.0/16 via Q
| RT3 Llama from X | 10.1.0.0/16 via X
B arr y 'y Pegasus from Y| 10.2.0.0/16 via Y
10.3.0.0/76 Barry fromZ | 10.3.0.0/16 via Z
| RT2 | |
aws
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TGW Route Table(s)

___________________________________

On-Premises

Associations | Propagations Routes
172.16.0.0/16 Llama from X Llama from X | 10.1.0.0/16 via X
RT1 Pegasus from Y | Pegasus from Y| 10.2.0.0/16 via Y
On-prem from Q| 172.16.0.0/16 via Q
Associations | Propagations Routes
Barry from Z Barry from Z 10.3.0.0/16 via X
Pegasus |RT2 On-prem from Q| 172.16.0.0/16 via Q
102.0.0/16 ?
ITITITIITITIIiTiTimeoeooooeoes Associations | Propagations Routes
_‘ On-prem from Q | On-prem from Q| 172.16.0.0/16 via Q
| RT3 Llama from X | 10.1.0.0/16 via X
B arr y 'y Pegasus from Y| 10.2.0.0/16 via Y
10.3.0.0/76 Barry fromZ | 10.3.0.0/16 via Z
| RT2 | |
aws
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TGW Route Table(s)

~_Associations | Propagations Routes
Llama from X )| Llama from X | 10.1.0.0/16 via X
0 RTT Pegasus from Y | Pegasusfrom Y |

N < On-prem from Q 122.16.0.0/16 via Q >

Associations | Propagations Routes

___________________________________

On-Premises

172.16.0.0/16

10.1.0.0/16

-‘ Barry from Z Barry from Z 10.3.0.0/16 via X
Pegasus RT2 On-prem from Q| 172.16.0.0/16 via Q
10.2.0.0/16 )
E::::::::::::::::::::::::::::::::::::i Associations | Propagations Routes
_‘ I On-prem from Q | On-prem from Q| 172.16.0.0/16 via Q
| . RT3 Llama from X | 10.1.0.0/16 via X
B arr y 'S Pegasus from Y| 10.2.0.0/16 via Y
10.3.0.0/16 | § Barry from Z | 10.3.0.0/16 via Z
RT2 f : .
aws
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AWS Transit Gateway with AWS site-to-site VPN

VPC

VPN Attachment
o

p———

VPC VPC Attachment

o

TGW Route Table
172.16.0.0/16 via VPN

VPC Route Table
172.16.0.0/16 via TGW

avvo
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Corporate Data Center
172.16.0.0/16




AWS Transit Gateway with DX gateway

AWS Global Network
N’

VPC
10.0.0.0/16

-

Transit Virtual \

VPC / AWS
10.1.0.0/16 Transit

AWS
Transit :
Gateway | DX

-

AWS

Router

Interface

Corporate Data Center

172.16.0.0/16
N
e
A 4
Customer Customer
Router / Router

Direct Connect

Location
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Transit Gateways per
account/Transit Gateway
attachments per Amazon VPC

5

© 2020, Amazon Web Services, Inc. or its

Maximum burstable
bandwidth per attachment

50 Gbps

affiliates. All rights reserved.



dWs

Maximum bandwidth
per VPN connection

*1.25 Gbps

*With ECMP, you can distribute traffic over multiple tunnels,
e.g., 8 tunnels = 10 Gbps
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Routes per AWS
Transit Gateway

10,000

© 2020, Amazon Web Services, Inc. or its

Number of AWS Transit Gateway
attachments per Region per account

s} 00]0

affiliates. All rights reserved.
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Cross-Region connectivity?

AWS Transit Gateway allows for cross
Region peering

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.






AWS Global Accelerator

dWs
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Before

dWs
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After

dWs
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AWS global network

Traffic routed through AWS

Global Accelerator traverses

AWS global network (instead
of the public internet)

dWs

Client state

Applications can keep state,
with connections routed to
the same endpoint, after
initial connection

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Static anycast IPs

AWS Global Accelerator uses
static IP addresses as a fixed
entry point to your applications,
which are anycast from AWS
edge locations



AWS Accelerated Site-to-Site V

¥

NEW! AVAILABLE TODAY

°N

High availability and improved performance of Site-to-Site VPN

‘MO-'

dWs

Securely connect
multiple sites

Improve performance of
your VPN connections
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AWS Accelerated Site-to-Site VPN

AWS Site-to-Site VPN

Network ... Network B Network A Local ISP
Corporate data center
172.16.0.0/16

AWS Accelerated Site-to-Site VPN

AATASS

Transit Gateway Local ISP

AWS Global
adWws Backbone Network
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| back together...



AWS Global Accelerator
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Thank you!

Joseph M

Francois van Rensburg
rensburf@amazon.com




